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The Privacy Rule applies when: 1) The Researcher relies on a covered entity as the 
source of PHI; or 2) The Researcher works for a covered entity. 

 
A. Research Use or Disclosure of PHI with Authorization (may include any and all 

individual identifiers) 
 

a. A covered entity must obtain a signed authorization from all participants in 
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c. The Limited Data Set must exclude the following direct identifiers : names, 
street addresses (other than town, city, and zip code), telephone numbers, 
fax numbers, email addresses, social security numbers, medical record 
numbers, health-plan insurance beneficiary numbers, account numbers, 
certificate/license numbers, vehicle identifiers and serial numbers, including 
license plate numbers, device identifiers and serial numbers, web universal 
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identifiable PHI but may only record aggregate data or individual data 
that does not include any individual identifiers); 

 

iii. The PHI sought is necessary for the purposes of the research; and 
 

iv. The researcher shall not contact or recruit patients under this 
provision. 

 

b. Physicians and other health care professionals who have a direct treatment 
relationship with an individual may review that �L�Q�G�L�Y�L�G�X�D�O�¶�V PHI for eligibility 
with respect to a research protocol and may initiate a discussion with the 
individual about potential participation as a research subject in a protocol 
relevant to the treatment relationship. This scenario does not require an 
Authorization or a Waiver of Authorization. 

 
 

E. Use or Disclosure of �³�'�H-�,�G�H�Q�W�L�I�L�H�G�´ Health Information 
 

a. The Privacy Rule permits a covered entity or business associate to create 
information that is not individually identifiable by following the de- 
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Privacy Rule and Research 

IRBs and the HIPAA Privacy Rule 

 Contacts  

Office of Research Integrity: Data Privacy Officer 

 Definitions  

Defer to Research Glossary 
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Does your research only involve 
data/specimens from deceased persons? 

 
 
 

 
  
 
 

 
 

 
 
 

  
 

 
 
 
 

  
 
 

 

 

 
 

 

  

 

 
 
 

 
 
 
 
 

 
 

 
 
 
 
 

 
1Protected Health Information (PHI) = Health Information + Identifiers 
Name, Address, All elements (except years) of dates related to an individual, telephone numbers, fax number, email address, social security 
number, medical record number, health plan beneficiary number, account number, certificate/license number, vehicle identifiers & serial 




